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Abstract

Mobile phones running embedded operating systems and multiple applications on modern processors can provide
functionality close to that of a desktop computer, but they can also be vulnerable to problems and threats similar to
those of desktop computers. Virtual Machine Monitors (VMM) have been used to provide solutions for servers and
desktop computers, so it follows that VMMs could be candidates for a variety of solutions in the current mobile

phone market.

We present an implementation of an embedded VMM running on an ARM-based device, hosting the Android mo-
bile phone software stack. This implementation will demonstrate the practical application of a VMM to run multiple
software phones on one device, and to move virtual machines (VM) from one cell phone to another.

Categories and Subject Descriptors:

Primary Classification: D.4.7 [Operating Systems]:
Organization and Design

Secondary Classification: D.4.9 [Operating Sys-
tems]: Systems Programs and Utilities

General Terms: Virtualization, Design, Security, Per-
formance

Keywords: virtual machine monitors, hypervisors,
paravirtualization, embedded systems

1. Introduction

As mobile phones become more feature rich, it is be-
coming tougher to shrink them into smaller and thinner
form factors [11]. Most mobile phones used a different
processor for running the communication stack (fre-
quently called baseband processors) and a different
processor for running the applications (frequently called
application processor) [20, 23]. The real time require-
ments of the communication protocols and the limited
processing power of the legacy application processors
made it inevitable to have two processors. Extra hard-
ware was needed to facilitate communication between
the two processors thus resulting in bigger die sizes and
higher bill of materials. Hence it was tougher to have
high end phones in smaller and thinner form factors

[11].

Even with the availability of high performance proces-
sors, there are hurdles keeping mobile phone manufac-
turers from using a single processor to run both the em-
bedded Linux operating system along with its applica-
tions and the mobile communication stacks. One hurdle

is the licensing issue. Linux is distributed under the
GPL license and hence all derived code including the
device drivers that are loaded into the kernel is subject
to the same license and thus become open source [12,
13, 18, 21]. But for chip vendors who consider device
interfaces as valuable proprietary intellectual property,
this could be a potential problem. Another hurdle is
dealing with security threats. If the operating system is
compromised and the communication stack was run-
ning under this operating system, then there is a poten-
tial problem that the attacker can turn the phone into a
jammer and thus disable communication in the entire
cell. This could cause failure of even emergency calls
for all mobile users in that cell [13]. We haven’t seen
any of these problems earlier because most of the sin-
gle-chip mobile phones used proprietary operating sys-
tems and home grown applications. With the advent of
smart phones that use operating systems such as Win-
dows and Linux to support the killer applications, mo-
bile phones began to be designed with dual processors
[20, 23].

In the interest of miniaturization, a single processor
could be used for both the communication stack and the
applications with the help of VMMs. VMMs have been
used to solve a variety of problems or challenges over
the years [3, 7, 24] and they will likely continue to be
applied as a tool to discover and solve new problems.
Server Consolidation, Testing and Development, Dy-
namic Load Balancing, Disaster Recovery, Virtual
Desktops, Improved System Reliability and Security
are some of the areas where virtualization has shown its
advantages. Embedded VMMs allow us to run multiple
operating systems concurrently on the same hardware
platform. As more processing power is being packed



into a single processor, we could probably use a single
processor for both the communication stack and the
applications. We can solve the problems mentioned
above by running the communication stack under a
real-time operating system as a virtual machine and
Linux as a separate virtual machine on the embedded
VMM. This would provide isolation to the communica-
tion stack in addition to numerous other benefits pro-
vided by the embedded VMMs [13, 17].

Though VMMs are not new [6, 22] there has been very
little work toward virtualizing ARM-based devices [9].
VMMs have been deployed for years as server and
workstation virtualization systems from VMWare™
and Xen from the University of Cambridge, both aimed
at the enterprise market. Recently virtualization solu-
tions aiming at embedded environments have emerged,
such as Wombat from the University of New South
Wales running on the OKL4 microkernel, and OKL4-
based user-mode Linux virtualization from Open Ker-
nel Labs [14]. We hope to take the current research
further and demonstrate a viable, real-world application
of VMM s on portable devices.

The overall purpose of our project is to develop a VMM
for a mobile phone, bringing the benefits of a VMM to
the handheld, portable device world. We use the Linux-
based Android system to demonstrate the benefits of the
attributes of VMMs in the mobile phone environment.
The Android system architecture [1] consists of an op-
erating system layer running a modified Linux 2.6 ker-
nel. This architecture is designed to run on the ARM-
based processor. Development tools for the Android
system include a hardware emulator to run and test ap-
plications developed for the Android system (Linux OS,
libraries and applications) [1]. This emulator makes use
of the QEMU ARM Instruction Set Architecture (ISA)
[25] to emulate an ARM-based hardware telephone set.
QEMU uses a dynamic translator [5]. The dynamic
translator performs a runtime conversion of the target
CPU instructions into the host instruction set. Our pri-
mary goal is not to emulate the hardware architecture,
which QEMU already does. Since ARM7 is not fully
virtualizable unlike ARM9 [6] we handle sensitive in-
structions in a number of ways [14]. Apart from this,
our primary goals of this project are listed below.

2. Goals
2.1. Embedded VMM

Our VMM runs between an ARM-based phone (or
Emulator) and the Linux OS of the Android system.
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Figure 1: Location of the Android VMM in a com-
plete Android mobile phone

The main goal of this VMM development and en-
hancement effort is to demonstrate the VMM-enabled
ability to run multiple software “phones” on the same
device. The secondary goal is to develop a means to
simplify the migration of the complete Android system
software stack (OS with system state, libraries, and
applications) between two hardware (or emulated hard-
ware) environments, taking advantage of the check-
pointing capabilities of VMMs.

2.2. Anticipated results

*  Boot a QEMU-based VMM, and from that VMM,
boot the Linux OS of the Android system;

* Boot a second instance of the Linux OS of the An-
droid system;

*  Checkpoint one version of Android and restore the
OS from a checkpointed system; and

*  We expect to incur performance overhead in our
initial efforts to virtualize the Android system on
the ARM ISA (Future efforts can be dedicated to
performance enhancements).



3. Design
3.1. Preliminary Design Research

Our initial design efforts included a variety of ap-
proaches to virtualize the Android software stack on the
ARM-based platform. We initially considered building
on existing research at the University of Illinois using
the Choices [25] operating system (OS) and the
Choices-based VMM [6, 22]. Though the source code
for the object-oriented Choices OS is relatively stable
and is publicly available, we learned through communi-
cations with the research group [22] that the Choices-
based VMM was a prototype and supported only a very
minimal demonstration guest OS.

Though different in implementation than a VMM im-
plemented as a separate layer, such as Xen or VMWare
[24], user-mode Linux [10] provides features and bene-
fits of a virtualized operating system, including isola-
tion and the security that is associated with isolation.
Using the Android-specific Linux source code, we were
able to compile Linux to run only in user mode, execut-
ing no instructions that could access system resources.
User-mode Linux requires a root file system unique to
each running instance of Linux, and since there are a
variety of pre-compiled root file systems available for
use with user-mode Linux, we looked at different root
file system options.

We successfully started two instances of user-mode
Linux in one workstation environment using the Busy
Box root file system [29]. This file system allowed
user-level access to the host operating system’s file
system, effectively allowing a user in one instance of
Linux to create a file on the host that a user in the other
instance of Linux could read and modify. This lack of
isolation between running instances of user-mode Linux
made the user-mode Linux system with Busy Box unat-
tractive for our purposes.

We also started two instances of user-mode Linux in
one workstation environment using the Slackware root
file system [4]. This configuration provides an isolated
environment much more like a traditional VMM host-
ing a VM; though, performance will likely be worse in
this user-mode Linux environment than in a traditional
VMM layer environment. As our future work proceeds,
we plan to compare the performance of our Android
VMM system with that of the Android software stack
running in this type of a user-mode Linux environment.

The L4-Wombat [14] virtualization environment is a
research virtualization system that uses the Open Ker-

nel Labs L4 (OKL4) microkernel running Iguana, an
ARM-based hypervisor and Wombat, a specialized ver-
sion of Linux. Because the Wombat Linux code was
tailored so extensively to run on the L4/Iguana hypervi-
sor, basing our work on this system would result in a
highly modified Linux VM, making it much less useful
in the open-source environment supporting the Android
system [1].

3.2. Design components

The Android VMM is built with the following main
components

*  Booting and Initialization

*  Guest OS Loading module

¢ Instruction emulation/translation module

* Interrupt / Exception / Fault handling

*  Memory Management module

*  Guest OS scheduling

This section gives a high level overview of each of
these components.

3.2.1. Booting and Initialization

The startup code performs the following functions:

¢  Identify the CPU type it is running on and perform
the necessary CPU initialization (such as setting up
the stacks, zeroing the BSS, etc).

*  Copies the Android VMM code to the high end of
conventional memory

*  Sets up the page tables and page directories needed
for the android VMM

* Enable cache and MMU and jump to the main an-
droid function

3.2.2. Guest OS Loading Module

The guest OS image is linked with the VMM image as
payload data to start with. This is the easiest way to get
access to the guest OS from the VMM. A table will
identify the number of guest operating systems linked
in with the VMM and the location of each.

This module takes the guest OS image, ramdisk image
and initialization parameters for each guest OS that it
needs to load and performs the following functions

* Loads each OS at a separate physical address.



* Creates a per Virtual Machine structure

* Initializes the contents of the structure with inter-
rupt status, shadow page table pointers, exception
handlers of each guest OS, etc.

3.2.3. Instruction Emulation/Translation
Module

Operating systems run in privileged mode and have
access to privileged CPU instructions. To prevent inter-
ferences between guest operating systems in a virtual-
ized environment, guest operating systems run in user
mode [28]. They are given the appearance of having
privileged access, but control is passed to the VMM
when a guest attempts to execute a privileged instruc-
tion.

Another class of instructions that cannot be executed by
a guest OS in a virtualized environment are sensitive
instructions. This is because their behavior depends on
the current CPU privilege level. The guest is given the
appearance of privileged access and will not get the
desired result because it is in reality running in user
mode. Only the VMM knows about real levels informa-
tion to execute the instruction properly.

The MMU instructions, exceptions such as SWI, MSR
and MRS instructions that read and modify the Program
Status Register, and coprocessor access instructions like
MRC and MCR, among others, are either privileged or
sensitive instructions on the ARM ISA and cannot be
executed by the guests running in user mode.

There are two main approaches to virtualization:

* Full virtualization fully emulates the underlying
hardware in each virtual machine and allows the
guest OS to run unmodified in the virtual machine.
In fully virtualized systems, the guest OS is al-
lowed to call all instructions, but privileged and
sensitive instructions are trapped and handled by
the VMM [28].

e Paravirtualization involves modifying the guest OS
to allow direct calls to the VMM for privileged and
sensitive instructions.

We decided to implement full virtualization for the an-
droid VMM because it has the advantage that we can
run Android unmodified. Full virtualization presents
some challenges on systems such as the x86 where
privileged instructions do not trap when executed in a
non-privileged mode. To be able to provide full virtual-
ization in our VMM, we had the option of using binary

translation. This means translating the guest OS instruc-
tions and replacing privileged and sensitive instructions
with new instructions that emulate the desired effect on
the virtual machine. This approach is quite complex and
the performance penalty of having the VMM virtualize
each guest OS instruction is impractical for the mobile
environment.
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Figure 1: Virtualization support in the emulator
Many hardware vendors including Intel and AMD have
started to provide hardware support for virtualization in
their products by developing new features to simplify
virtualization [19, 27]. One of the new features being
provided is to allow privileged instruction calls to
automatically trap to the VMM.

The current version of the Android software stack is
compiled for ARMvS, which does not have hardware
support for virtualization. Most recent versions of ARM
processors like ARM Cortex™ -A9 t processor provide
hardware virtualization support through architecture
extensions [26]. We anticipate that future versions of
Android will be compiled to run on newer ARM proc-
essors with hardware virtualization support. For that
reason and to keep our design simple, we choose to
make modification to the QEMU ARM CPU emulator
to add some hardware virtualization support. Our vir-
tualization extension forces all sensitive and privileged
instructions called when the CPU is in user mode to
trap to the VMM. The VMM handling routine takes
control and virtualizes the instruction as required.

In order to run code compiled for ARM CPU on an x86
CPU, QEMU performs a runtime conversion of ARM
CPU instructions to corresponding x86 CPU instruction
and execute them on the x86 host CPU. QEMU per-
forms the translation in blocks of ARM instructions
translated together. A block is a set of instructions up to
a jump or an instruction that modifies the known static
CPU state in a way that cannot be determined at run-



time [5]. After translating a block, it is executed on the
x86 host CPU and then cached in a 16MB cache. This
reduces the translation overhead as the block does not
need to be retranslated each time it is needed.

To implement hardware virtualization support in
QEMU, we provide a means to transfer control from a
guest OS to the VMM when the guest OS attempts to
execute a sensitive or privileged instruction. These in-
structions are executed directly only if the CPU is in
privileged mode. In user mode, the VMM handling
routine is called to emulate the instruction. The VMM
keeps track of the state of each guest OS as well as
relevant information needed to validate the privileged
instructions before executing them.

3.2.4. Interrupt / Exception Handling

The guest OS and the VMM have their own set of
exception handlers; the function of the handlers in the
VMM ranges from simply passing the exception
straight through to the virtual machine to emulating the
instruction causing the exception. The VMM deter-
mines which I/O interrupts will be handled by the guest
OS and which will be handled by the VMM itself [16].
The VMM monitors attempts by a guest OS to block
and re-enable interrupts within its VM.

3.2.5. Memory Management

In a virtual environment the guest OS does not maintain
the hardware page tables. It thinks it does but in reality
it does not. It maintains what we will refer to as the
guest page table and the VMM maintains the real hard-
ware page tables. The VMM reflects the changes made
by the guest OS in the guest page tables in the hardware
page tables.

Each guest OS has its own virtual view of the memory.
The real memory contents are known only to the VMM.
So the main job of the memory management module is
to validate the guest physical page addresses in the
guest page tables every time they are changed by the
guest OS and map it to the real machine addresses.

The Memory Management module for Android VMM
provides the following services:

* Managing the page tables for the VMM. Making
sure it is not corrupted when the guest OS begins to
run. Swapping the page tables when there is a con-
text switch from one guest OS to another using
shadow page tables.

* Managing the shadow page tables for the guest OS.
Shadow page tables provide an extra level of indi-
rection between the guest physical address and the
real machine address. These may have to be up-
dated every time there is a TLB flush or a page
fault on the pages that contain the guest page tables
as described below

The VMM detects when its shadow tables are out-of-
sync with the guest tables and it re-syncs them. This
happens at two times: when handling page faults and
when processing TLB flushes.

The guest can increase access to pages by marking ‘in-
valid’ guest page table entries as ‘valid’, or marking
‘read only’ entries as ‘read write’. The VMM will only
detect its shadow entries are out of sync when the guest
faults while attempting to access or write those pages.
At that time the VMM re-syncs the shadow page table
entries and the guest retries the access.

The guest can reduce access to pages by marking them
‘invalid’ or ‘read only’ or by changing the pages to
which page table entries point. Before such changes
become effective, the guest must flush the affected
TLBs. This gives the VMM an opportunity to re-sync
any modified page table entries.

But how does the VMM know which page tables have
been modified? It is not practical to scan all guest page
tables. The solution is to keep all guest page tables
read-only normally. Then, when the guest tries to
change a guest page table, a page fault occurs. The
VMM can add the guest page table to an “out of sync”
(00S) list and allow write access. At TLB flush time,
the VMM need only review the pages on the OOS list
for changes. Once all changes in the guest page tables
have been reflected in the shadow page tables, the OOS
list is emptied and all guest page tables are made read-
only again.

Guest
Page Table

Shadow Page Table

Hardware Page Tables
loaded in the MMU VMM

141

Guest OS

Figure 1: Memory Management in the VMM

The ARM Memory Management Module (MMU) pro-
vides the memory management functionality in the
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Figure 4: MMU Access Diagram

VMM. A single set of two-level page tables stored in
main memory is used to control the address translation,
permission checks, and memory region attributes for
both data and instruction accesses. The MMU uses a
single unified Translation Lookaside Buffer (TLB) to
cache the information held in the page tables.

To support both sections and pages, there are two levels
of address translation. These pages and sections are
accessible through one or two stage table walking de-

pending on page-mapped or section-mapped access.
The MMU puts the translated physical addresses into
the MMU TLB.

The MMU features are:

* mapping sizes are 1MB (sections), 64KB (large
pages) and 4KB (small pages)



* access permissions for large pages and small pages
can be specified separately for each quarter of the
page (sub-page permissions)

* hardware page table walks

A virtual address consists of three parts: a page direc-

tory index, a page table index, and a page offset. The

page directory index and page table index are offsets

into first- and second-level tables of addresses. The
page offset indexes into a memory page itself.

31 20 19 12 11 0

PDE addr PTE addr Page Offset

4KB Virtual Address

31 12 11 0

addr AP3|AP2|AP1|APO|C|B |10

4KB Page Table Entry

Figure 5: Virtual address and page table entries.
The PTE bits are as follows: AP = access permis-
sions, C = cacheable, B = bufferable.

ARM gives programmers a choice for the layout of
their page tables. ARM allows for large (64 KB) and
small (4 KB) pages. ARM’s 4 KB pages are divided as
12:8:12. This ARM division stores more data in page
directories than the x86 (4 x 212 or 16384 bytes) and
less data in page tables (4 x 28 or 1024 bytes). This
means page directories require four aligned, contiguous
memory pages, and page tables will only use up one
fourth of a page. Furthermore, page table entries in this
MMU configuration do not contain any bit space for
implementation-specific (software) flags, should they
be needed.

On ARM, the MMU hardware does not perform
read/write permission checks at the page directory entry
level. There is an entity on ARM called a domain,
which can completely restrict a page table from non-
kernel access. This is useful for shielding kernel mem-
ory from user processes.

3.2.6. Guest OS scheduling

The VMM manages the hardware clock and provides
separate logical clocks to the guests. We have a simple
scheduling scheme where equal CPU time is allocated

for each guest OS. The VMM keeps a list of all VM on
the system. Each one is allocated CPU time and a prior-
ity. When a guest runs until its time slice expires, the
scheduler selects the next guest on the list or the VM
with the highest priority to run. Basically, the scheduler
is called periodically to pass control to the next VM.

4. Implementation
4.1. Development Environment

We started with the Android SDK that is comprised of
the tools and APIs necessary to begin developing appli-
cations on the Android platform. This SDK comes with
an emulator, which is essentially a customized version
of QEMU.

The operating system running Android is a Linux dis-
tribution based on the Linux kernel version 2.6 for core
system services such as security, memory management,
process management, network stack, and driver model.
The kernel also acts as an abstraction layer between the
hardware and the rest of the software stack.

We were able to obtain the configuration used to build
the Linux kernel in the Android image that runs on the
emulator. Looking at the configuration we concluded
that the emulator emulates an ARMvS5 based CPU.

We used the Linux 2.6.23 Android M5-RC14 source
code and the Android Emulator M5-RC14 source code
available for download from the Android source down-
loads page [2], along with the configuration extracted
from a running Android emulator to successfully build
an Android Linux kernel and run it on the emulator.
This provided the base environment for our project de-
velopment.

We used the following tool chains to compile the An-

droid image

* ARM 2007q3 GNU/Linux and IA32 GNU/Linux
tool chain from CodeSourcery [8]

*  Android image compilation tool chain from the
adt-m5-rc14 plug-in for Eclipse [2]

4.2. Implementation Details

We implemented boot and initialization code for our
Android VMM that initializes the CPU, MMU, cache
and the UART, and modified the Makefiles to build a
small Android VMM image. We also added a printf
capability to the Android VMM to help us debug the
VMM.



Our next task involved passing the guest OS informa-
tion to the android VMM. There were a number of ap-
proaches to do this. One method consists of adding
ramdisk support to the VMM, storing the guest OS im-
ages in the ramdisk and having the VMM read informa-
tion from the ramdisk. But for the sake of simplicity,
we decided to add the android kernel and the ramdisk
image used by the android kernel as binary data that can
be accessed at a labeled segment by the VMM. This
would keep the VMM simpler and enable us to jump
into the core VMM functionality faster.

Once we were able to access the guest OS from the
VMM, we implemented the guest OS loading module.
The guest OS loading module is able to load the guest
OS and the ramdisk to a high memory and pass control
to the image.

We implemented memory management module which
created page tables and page directory entries in the
Android VMM for use by the VMM and the virtualized
OS. The memory management module also contained
functions that interpreted guest page tables and main-
tained shadow page tables and modified the hardware
page tables to provide the configuration requested by
the guest page tables.

We explored the CPU instruction emulation code in the
QEMU-based Android emulator and did the changes
needed to raise an exception when sensitive instructions
were executed in user mode. We specifically chose the
“undefined instruction” exception for our purpose. The
instruction causing the exception is also relayed to the
VMM so that the exception handler in the VMM could
decipher if the exception was truly due to an undefined
instruction or if it was due to the execution of a sensi-
tive instruction in user mode.

We registered the exception handlers in the android
VMM. The key exception handlers that required spe-
cific processing in the VMM include the “undefined
instruction” exception handler which processes sensi-
tive instruction executed by the guest OS. Of particular
interest are the instructions that modify the co-
processor registers (MCR) to load page directories,
perform TLB flush, etc. and the instruction that changes
the CPU state (MSR).

Further work on checkpointing in the Android VMM
remains, and scheduling at this point in time is limited
to round robin.

5. Evaluation

We developed the Android VMM system collabora-
tively, using the Ubuntu 7.10 Linux distribution to host
the QEMU emulator. Hardware running beneath the
Ubuntu 7.10 OS in one instance was virtualized by
VMWare Fusion on Mac OS X with an Intel Core 2
Duo™ 1.8GHz processor and 2GB RAM. The other
two development environments included Ubuntu 7.10
running directly on Intel Pentium-4™ processors with
512 MB RAM. In all three of the development envi-
ronments, the overhead incurred by virtualization was
expected and noticeable, but not so significant that the
Android system startup and operation appeared to lag.
With the system still in development and debugging
code enabled, we don’t yet have precise performance
metrics to compare between a native Android system
and a virtualized Android system.

6. Related Work

Our work on the Android VMM is related to the open-
source QEMU emulator, a Hypervisor project for ARM
based on the Choices object-oriented OS, Trango™
Virtual Processors, Open Kernel Labs L4 Wombat, and
VIRTUS.

The QEMU emulator is a binary translator that cur-
rently emulates x86, Sparc, MIPS, PowerPC and ARM
ISAs [5]. QEMU was used as the foundation for our
project. QEMU has been used in several projects,
including the Choices-based Hypervisor for ARM
project at the University of Illinois, Urbana-Champaign.

The Choices-based Hypervisor for ARM project was a
graduate-level virtualization project that modified the
object-oriented Choices research OS and incorporated
QEMU [6]. This project lasted the length of a semester
and was only partially implemented, making this work
unusable for our purposes.

Trango™ Virtual Processor for ARM is a closed-source
system that appears to provide the basic functionality
that we established as our goals, but the source code is
not publicly licensed and trial versions of the software
development kit are available only for time-limited use
[26]. Since our project is built around open-source
software, we determined that we may violate both pro-
prietary and open-source licensing agreements by de-
veloping the Android VMM using Trango™ source
code.

Open Kernel Labs has several open-source research
projects based on their microkernel architecture. The



L4-Wombat project paravirtualizes the ARM ISA and
compiles a special-purpose Linux distribution to run in
user mode [14]. Highly customized versions of user-
mode Linux, though an example of virtualization, aren’t
feasible for our purposes, as the control remains with
each instance of user-mode Linux and not with a single
hypervisor, and we are fully virtualizing the Android-
specific Linux OS.

The VIRTUS implementation consisted of 1) VMM
asymmetrization with virtual processors, a master
VMM and multiple slave VMMs; 2) dynamic inter-
domain communication; and 3) virtualization assist
logic to host multiple VMs on an ARM multiprocessor
system [15]. This work may be useful when solving the
problem of multiple communications stacks on devices
running multiple instances of the Android-specific OS
and software stack.

7. Conclusions

To get the most out of the next generation faster em-
bedded processors for mobile phones, which already
have virtualization support, a Virtual Machine Monitor
is required. It not only helps decrease the size of mobile
phones by reducing the number of processors in the
system but also brings with it the numerous advantages
of virtual machine monitors such as isolation and added
security.

We have determined that the eventual hardware-based
implementation of the Android VMM will require sig-
nificant attention to the presentation of the graphical
user interface (GUI). Unlike many of the more tradi-
tional implementations of virtualized operating systems,
the screens on devices running Android are quite small
(the emulator screen resolution is 320x480 or 480x320
pixels, depending on the desired orientation) when
compared to computer workstations or servers.

Running multiple, virtualized instances of Android will
probably require that only one GUI instance be visible
on the device’s screen at a time. This may also require
either a modification to the Android GUI or a thin GUI
control framework that can be used to switch between
GUISs and virtualized instances of Android.

Research and implementation projects related to this
work that remain include performance tuning and envi-
ronment-specific scheduling algorithms, GUI presenta-
tion, checkpointing, developing a solution for multiple,
virtualized communications stacks on a single hardware
platform, and most likely hardware-specific driver im-
plementation.
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